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The Flo App
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The Flo App

• 380 million downloads

• 68 million monthly active users

• ISO 270001 certification and refers to this certification as “the
internationally recognized standard for information security”

• Collects information such as (in privacy mode!):

– year of birth
– place of residence
– (... gender...)
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Starting Point: Matching Attacks

Anonymized dataset containing
confidenital information

Zip Age Sex Confidential

15XX 70-75 F . . .
12XX 25-30 M . . .
95XX 65-70 F . . .
11XX 15-20 M . . .
12XX 45-50 F . . .
...

...
...

...

Unanonimized dataset containing no
confidential information

Identity Zip Age Sex

Alice 1161 19 F
Bob 1234 27 M
Charly 4854 45 F
Dave 1277 28 M
Eve 9584 68 F
...

...
...

...

Adversarial goal: match the databases
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/
Conditional
Anonymity

ü The Dataset

 Case Studies ü Visual Anon
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Open Question

How can we access the unanonymized dataset?
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Idea: Conditional Anonymity

• We gather publicly available statistical data.

• Using population statistics, we estimate the anonymity set size ψ(⃗a).

• We refine the set size by each auxiliary information we have.

• We define the conditional anonymity set for attributes a⃗ and b⃗ via

AP (⃗a | b⃗) = ψ(⃗a) · Pr
[
b⃗ | a⃗

]
.
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Conditional Anonymity Sets
AP (⃗a | b⃗ | c⃗) = ψ(⃗a) · Pr

[
b⃗ | a⃗

]
· Pr

[
c⃗ | a⃗ ∧ b⃗

]

ψ(⃗a) = 10 Pr
[
b⃗ | a⃗

]
= 0.4 Pr

[
c⃗ | a⃗ ∧ b⃗

]
= 0.5

AP (⃗a | b⃗ | c⃗) = 10 · 0.4 · 0.5 = 2
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Data Request

Empowering Innovation via PETs | Dominique Schröder | 17 / 35



Our Dataset
Currently, we can calculate anonymity sets for 1 084 230 346 people.

Empowering Innovation via PETs | Dominique Schröder | 18 / 35



Data Response I
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Data Response II
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Case Study: USA

• Avg. CAS: 77

• Avg. CAS in red area: 2

• Avg. CAS below 5 in 97% of the counties
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Roe v. Wade: Flo App
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Visual Anon (Age)

VisualAnon
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https://visualanon.org/visualAnon
Visual Anon




Differential Privacy
Example: Grade Release in Schools

Grade Count
1 2
2 4
3 6
4 3
5 1

Mean 2.8125
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Differential Privacy
Example: Grade Release in Schools

Grade Count Revealed
1 2 2
2 4 4
3 6 6
4 3 3
5 1 0

Mean 2.8125 2.5

• There are 16 students in class

• Teacher publishes mean grade: 2.8125

• Students learn the grade of each student
except for one

• The mean of the publishing students is 2.5

(assigning a 0 to the unpublishing student)

• They compute

(2.8125− 2.5) ∗ 16 = 5

and leak the unpublished grade
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Differential Privacy
Example: Histogram Queries

cnt′(x) = cnt(x) + Laplace(0, 1/ϵ)

x cnt(x) ϵ = 2

1 2 1.96
2 4 3.46
3 6 6.08
4 3 3.16
5 1 1.62

E(X) 2.8125 2.9398

−2 2

ϵ
2∆f

e
− |x|·ϵ

∆f

x

Laplace(0;∆f/ϵ)
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Differential Privacy
Example: Grade Release in Schools

Grade Count Revealed
1 1.96 2
2 3.46 4
3 6.08 6
4 3.16 3
5 1.62 0

Mean 2.9398 2.5

Computing the missing grade:

(2.9398− 2.5) · 16 = 7.03
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Impact of Histogram Queries
Industry Medicine

Customer Behavior Patient Health Data
(Amazon, Walmart) (Mayo Clinic, Cleveland Clinic)

- Analyzes purchases
- E.g., purchases per month

- Summarizes patient data
- E.g., age distribution of patients

Log Analysis Drug Effectiveness
(AWS, Azure) (Pfizer, Novartis)

- Monitors system logs
- E.g., server response times

- Analyzes treatment responses
- E.g., drug dosage effectiveness

Financial Risk Epidemiology
(JP Morgan, Goldman Sachs) (CDC, WHO)

- Categorizes risk levels
- E.g., asset risk distribution

- Tracks infection rates
- E.g., COVID-19 spread

Supply Chain Medical Imaging
(FedEx, Toyota) (Radiology, MRI)

- Tracks delivery times
- E.g., shipment times

- Analyzes image intensity
- E.g., MRI scan analysis
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Applying PETs to Help Defeat Childhood Cancer

• The dataset of a single hospital is too
sparse

• Idea: Combine the datasets of
multiple hospitals

• Problem: The data cannot leave the
hospital

• Solution: We design an MPC protocol
and apply differential privacy
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Applying PETs to Help Defeat Childhood Cancer

• The dataset of a single hospital is too
sparse

• Idea: Combine the datasets of
multiple hospitals

• Problem: The data cannot leave the
hospital

• Solution: We design an MPC protocol
and apply differential privacy

Privacy Guarantee

No patient data ever leaves any
hospital
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How PETS Work Under the Hood
PreRound(pk)

1 : X ← pk

2 : di,←$ Zp ; ei,←$ Zp

3 : Di ← gdi ; Ei ← gei

4 : statei ← (di, ei)

5 : ρi ← (Di, Ei)

6 : return (statei, ρi)

PreAgg(pk , {ρi}i∈S)

1 : X ← pk

2 : {(Di, Ei)}i∈S ← {ρi}i∈S

3 : D ←∏
i∈S Di

4 : E ←∏
i∈S Ei

5 : ρ← (D,E)

6 : return ρ

Lagrange(S, i)

1 : Λi ←
∏

j∈S\{i} j/(j − i)
2 : return Λi

SignRound(sk i, pk , S, statei, ρ,m)

1 : // called at most once per secret state statei

2 : xi ← sk i ; X ← pk

3 : (D,E)← ρ

4 : (di, ei)← statei

5 : b← Hnon(X,S, ρ,m)

6 : R← DEb

7 : c← Hsig(X,R,m)

8 : Λi ← Lagrange(S, i)

9 : σi ← di + bei + cΛixi

10 : return σi

SignAgg(pk , ρ, {σi}i∈S ,m)

1 : X ← pk

2 : (D,E)← ρ

3 : b← Hnon(X,S, ρ,m)

4 : R← DEb

5 : s′ ←∑
i∈S σi

6 : σ ← (R, s)

7 : return σ

Verify(pk ,m, σ)

1 : X ← pk

2 : (R, s)← σ

3 : c← Hsig(X,R,m)

4 : return (gs = RXc)

Practical Schnorr Threshold Signatures without the Algebraic Group Model
Hien Chu, Paul Gerhart, Tim Ruffing & Dominique Schröder
CRYPTO’23
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https://eprint.iacr.org/2023/899.pdf


Current Research
Work Published by E192-08

Measuring Condi-
tional Anonymity
— A Global Study

PETS’24

SoK: Descriptive
Statistics Under Lo-

cal Differential Privacy

PETS’25
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https://petsymposium.org/popets/2024/popets-2024-0150.pdf
https://eprint.iacr.org/2024/1464.pdf



